3GPP TSG SA WG3 (Security) Meeting #93
S3-183472
12-16 November 2018, Spokane(US)
revision of S3-18xabc
Source:
Discussion on UE Parameters Update via UDM Control Plane Procedure
Title:
Huawei, Hisilicon
Document for:
Endorsement
Agenda Item:
7.1.16
1
Decision/action requested

It is requested to discuss on UE Parameters Update via UDM Control Plane Procedure, and endorse the recommendations.
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Rationale

3.1 Introduction

In the SA3 #92 Ad-hoc meeting, a reply LS on routing ID [1] was sent out from SA3, which described 4 options on the ways to update the RI securely, and would like to receive the guidance why an OTA based solution would not address requirements for Routing ID update. However, during the last SA2 #129 meeting, there were no agreements on this, also the Reply LS on RI [2] is postponed. Therefore, how to protect the RI update procedure shall be discussed and determined in SA3 group. This paper presents a security analysis on the potential security requirements, and gives out the proposals from the security point of view. 
3.2 Security analysis

Though agreement on LS in SA2 is not achieved, the procedure on Update of UDM Update data including Default Configured NSSAI and RI via Control Plane Solution from UDM to AMF with Direct NAS Transport to UE had beed specified. The UDM update data is described as follows.
The UDM Update Data that the UDM delivers to the UE may contain:

-
one or more UE parameters including:

-
the updated Default Configured NSSAI (final consumer of the parameter is the ME)

-
the updated Routing ID Data (final consumer of the parameter is the USIM)

-
a "UE acknowledgement requested" indication

-
a "re-registration requested" indication.
Obviously, two kinds of UE parameters are involved, i.e., one for ME, the other one for USIM. Therefore, security requirements for these two kinds of parameters update shall be studied. 
If the final consumer of the parameter is the ME, a secure key between ME and home network (e.g., KAUSF) shall be used to protect the parameter, so that the visisted network can not be able to tamper with or forge the update parameter. The potential method would be that the UDM asks the AUSF to intergrity protect the parameter for ME, and sends the protected message to UE for verification. If the verification is success, the UE will update the parameter stored in the ME.

On the other hand, if the final consumer of the parameter is the USIM, a secure key between USIM and home network shall be used to protect the parameter, so that both the visisted network and the UE can not be able to tamper with or forge the update parameters. As described in [1], SA3 noted that if the Routing ID (the final consumer is the USIM) becomes corrupted or misaligned, the UE will never recover without some other mechanism either in the UE or the Home network to rectify this situation.
Proposal 1: Protection of UE parameters update shall be different depending on the final consumer of the UE parameters.

Another issue on the UE parameters of the USIM update is that the ME may send all the messages to the USIM without verification. This new issue may trigger a DDoS attack on the USIM. As currently specified in SA2 [3], the visited network will transfer all the messages received from home network to the UE. Hence, the visited network can forge a UDM update message to the UE within the downlink NAS message. The ME would not be able to verify whether this message is really sent from the home network or not, and just sends it to the USIM. Therefore, from the security point of view, all the updated UE parameter, either the final consumer of which is ME, USIM, or both, shall be protected by the ME and home network. 
Proposal 2: All the updated UE parameters shall be protected between the ME and the home network.

As described in [3], the UDM may require the UE to send the confirmation message back after receiving the Update message. Hence, the confirmation message shall be protected by the ME and home network, so that the visited network can not be able to forge or tamper this message. Confirmation message including the UE response shall be protected to at least the same level of security as the request message and preferably contain some reference from the request message so that the request and confirmation message can be correlated.
Moreover, the USIM response shall also be protected by the ME and home network. This would be important for the home network to filtrate out the real USIM message sent from the ME, by verifying the USIM response message based on the key between the ME and the home network.
Proposal 3: Confirmation message including the UE and USIM response shall be protected.
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Detailed proposal

It is proposed to agree on the conclusions. 

Proposal 1: Protection of UE parameters update shall be different depending on the final consumer of the UE parameters.

Proposal 2: All the updated UE parameters shall be protected between the ME and the home network.

Proposal 3: Confirmation message including the UE and USIM response shall be protected.
And, a companion CR for this proposal1 is proposed in S3-18XXXX.
